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Topic presentation

Figure 1 – Usecase
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Problem Generalisation

Figure 2 – Ideal data transfer
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Problem Generalisation

Figure 3 – Data transfer with malicious sender
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Problem Generalisation

Figure 4 – Data transfer with sniffing adversary
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Problem Generalisation

Figure 5 – Data transfer with malicious receiver

Clément Naves (IPP) Séminaire C4 2026 22 Juin 2026 7 / 15



Problem Generalisation

Figure 6 – Data transfer with corrupted data
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Main step

Figure 7 – Step of the protocol
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Secure Communication Channel creation

Indistinguishability
Unforgeability (Unframability)
Unlinkability (Anonimity)
Parties can be part of many communication channels
Exchange should be auditable and anonimity removed by a
trusted Authority
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Group et Ring Signatures

PERERA et al. (2022), « A Survey on Group Signatures and Ring
Signatures » : survey sur les Ring et Group Signatures.

Group signatures : anonymat dans un groupe, anonymat
révocable.
Ring signatures : facilité de la mise en place, anonymat
irrévocable.
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Schnorr ZKP over Elliptic Curves

Public parameters :

G ∈ E(Fp)

The prover knows the secret x ∈ Zp and
publishes X = [x ]G.

P VT = [t ]G

c ∈ Zp

s = t +cx (mod p)

Verification
The verifier accepts if

[s]G ?
= T +[c]X

Correctness

T +[c]X = [t ]G+[cx ]G
= [t +cx ]G
= [s]G
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Additive ZKP

Public parameters :

G ∈ E(Fp)

The prover knows secrets
x1 and x2 ∈ Zp such that
X = [x1 +x2]G
and publishes X1 = [x1]G,
X2 = [x2]G,X = [x1 +x2]G.

P VT1 = [t1]G,T2 = [t2]G

c ∈ Zp

s1 = t1 +cx1 (mod p)
s2 = t2 +cx2 (mod p)

Verification
The verifier accepts if

[s1]G
?
= T1 +[c]X1

[s2]G
?
= T2 +[c]X2

[s1 +s2]G
?
= T1 +T2 +[c]X

Correctness

T1 +T2 +[c]X = [t1 + t2]G+[c(x1 +x2)]G

= [t1 +cx1 + t2 +cx2]G

= [s1+s2]G
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Non-Interactive Logical Or ZKP

Public parameters :

G ∈ E(Fp)

The prover knows public X ,Y and the
secret x such that X = [x ]G. It want to
prove that he knows whether x such
that X = [x ]G whether y such that
Y = [y ]G.

tx ,sy ,cy ← $F3
p

Ty = [sy ]G+[cy ]Y
c = H(X,Y,Tx ,Ty )

cx = c⊕cy

sx = tx +cxx

Verification
The verifier receive cx ,cy ,sx ,sy accepts if

Tx = [sx ]G− [cx ]X

Ty = [sy ]G− [cy ]X

H(X ,Y ,Tx ,Ty ) = cx ⊕cy

For many elements

t1← $Fp

{si}i∈[2,n]← $Fn
p

for i ∈ [2,n]

ci = H({Xj}j∈[1,n],Ti−1)

Ti = [si ]G+[ci ]Xi

c1 = H({Xj}j∈[1,n],Tn)

s1 = t1 +c1x1
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Deanonymisable Ring Signature

NAGHMOUCHI et LAURENT (2026), Deanonymizable Scoped Linkable
Ring Signatures
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